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DATA RESPONSIBILITY





TROLLEY PROBLEM
What would a kid do?

http://www.youtube.com/watch?v=-N_RZJUAQY4


TROLLEY PROBLEM
What would an engineer do?



RESPONSIBLE INNOVATION
Providing a Definition



“If you can change the world by innovation today so 

that you can satisfy more of your obligations 

tomorrow, you have a moral obligation to innovate 

today.” 

(Jeroen van den Hoven)

Responsible Innovation aims to take ethical and 

societal questions of innovation into consideration at 

an early stage in order to prevent failure and/or 

negative consequences.

RESPONSIBLE 
INNOVATION
Why and What? 
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COMPLEX SOCIETAL 
CHALLENGES
Learning Objectives

Lecture 1 : Complex Societal Challenges

● Differentiate between simple from complex 

and/or wicked challenges;

● Identify and analyse a complex societal 

challenge;

● Recognise how to confront complex societal 

challenges. 



(BIG) DATA,
BIG PROMISE
Learning Objectives

Lecture 2 : (Big) Data, Big Promise

● Appraise the concept of (Big) Data and identify 

its components;

● Assess the challenges in applying new types of 

data for confronting complex societal challenges 

within the domain of peace and justice;

● Recognise and explain the potential of the data 

revolution for peace and justice.



DATA-DRIVEN
INNOVATION
Learning Objectives

Lecture 3 : Data-Driven Innovation

● Appraise the concept of data-driven innovation 

and indicate its potential for peace & justice 

(incl. sustainable development and 

humanitarian action);

● Demonstrate the potential for data-driven 

innovation in confronting complex societal 

challenges.



SYSTEMATIC LITERATURE REVIEW

“Data-Driven Innovation is about finding new ways to 

use data and analytics to inform decision making, 

improve organisational processes and create new 

methodologies for solving (global) challenges.”

SEMI-STRUCTURED INTERVIEWS
additional aspects : 

(1)   service provision

(2)  organisational change

(3)  data governance 

DATA-DRIVEN INNOVATION 
FOR NGO’s
Defining Data-Driven Innovation



DATA-DRIVEN
INNOVATION
Learning Objectives

Lecture 4 : Innovators for Peace & Justice

● Recognise different possibilities (in particular 

leveraging organisational data and 

citizen-reporting) for applying data-driven 

innovation within the humanitarian sector;

● Identify core challenges for organisations trying 

to apply and/or adept data-driven innovation to 

support their work towards peace & justice.



DATA-DRIVEN INNOVATION 
FOR NGO’s
Semi-Structured Interviews

CHALLENGES FOR DATA-DRIVEN 

INNOVATIONS FOR NGO’s



(1) Data-Driven Innovation is conducted across various 

sectors of industry; 

(2) NGOs are still at an entry level and indicate that 

they face diverse and fundamental challenges in 

implementing data-driven innovation - in particular 

reference to limited capacity, resources and knowledge; 

(3) Cross-collaboration and learning from other sectors 

(i.e. information technology, education and service) 

could be beneficial to improve data for achieving and 

monitoring sustainable development. 

DATA-DRIVEN INNOVATION 
FOR NGO’s
Preliminary Conclusions



DATA RESPONSIBILITY



TOWARDS A RESPONSIBLE 
DATA APPROACH
Introduction

Introducing and Defining Data Responsibility

(1) What does it mean?

(2) What are the challenges?

(3) What can we do?

Objective: How to develop a responsible data approach?



INTRODUCTION DATA RESPONSIBILITY

The continuous process of defining the value 

proposition and risk potential of the use of digital data in 

a project, and maintaining an optimal balance between 

the two by limiting or altering data use and/or 

implementing risk mitigation strategies.

DATA RESPONSIBILITY
Definition



DATA RESPONSIBILITY
Mind the Gap : Risk Assessment

HAZARD     →     RISK

SAFETY
(mitigation)



GARBAGE IN → 
GARBAGE OUT
Challenges



PERSONALLY 
IDENTIFIABLE 
INFORMATION
Challenges



LET’S TALK PRIVACY

1. Fuzzy Concept - rather ‘personal data protection’

○ Right to be left alone 

○ Instrumental right

○ Informational Privacy

2. Spheres of Privacy: purpose and context

3. Translate to commensurable values

4. Mitigation Strategies (?)

 

PERSONALLY 
IDENTIFIABLE 
INFORMATION
Challenges



LET’S TALK GROUP PRIVACY

“Demographically Identifiable Information (DII): Data points 

that enable the identification, classification and tracking of 

individuals, groups, or multiple groups of individuals by 

demographically defining factors: these may include ethnicity, 

gender, age, occupation, and religion. May also be referred to as 

Community Identifiable Information, or “CII”.”

 

DEMOGRAPHICALLY 
IDENTIFIABLE 
INFORMATION
Challenges



CHECKING YOUR 
FACTS
Lost in the Desert (Marwan)



CHECKING YOUR 
SOURCES
Syrian Casualties 



PROTECTING YOUR 
SOURCES
The Case of Nuevo Laredo



CHECKING YOUR 
REPRESENTATIVITY
Where are the Women in Data?



CHECKING YOUR 
REPRESENTATIVITY
Typhoon Haiyan (Philippines) 



UNDERSTAND THE 
CONTEXT
Paper-based monitoring of elections in 
Sudan 



MISTAKEN IDENTITY
Iran Air Flight 655 (U.S.S. Vincennes)



THE POWER OF 
ALGORITHMS 
Weapons of Math Destruction



THE BLACK BOX
The Code that Crashed Wall Street



CORRELATION 
v. CAUSATION
The Nicolas Cage effect



A VOTE FOR PEACE?
The Failures of Polling



UNINTENDED 
CONSEQUENCES
The Samaritan Project



UNINTENDED 
CONSEQUENCES
Violence against Homosexuals 
(Amsterdam)



UNINTENDED 
CONSEQUENCES
The Clooney Effect & 
The Satellite Sentinel Project (Sudan)



THE RUN ON DATA
Ebola : A Big Data Disaster



EXPERIMENTATION 
GONE ROGUE
Facebook 



WARNING-RESPONSE 
GAP
Rwandan Genocide



Step 1

Define your process, i.e. how do you work with data? 

(data lifecycle)

Step 2

Assess potential vulnerabilities (hazards).

Step 3

Understand risk factors.

Step 4

Define risk mitigation strategies.

DATA RESPONSIBILITY
Process (1)



Step 5

Learning - as the possibilities of data analytics grow, so 

does uncertainty about potential risks. Learning from 

mistakes is essential for keeping your data responsibility 

strategy up to date. 

DATA RESPONSIBILITY
Process (2)



Various types of risk to keep in mind along the data 

lifecycle:

● Systems (technical infrastructure)

● People (e.g. insufficient training)

● Organisation (e.g. data analysis results too easily 

taken as true)

● Network (risks caused by partners e.g. data 

providers)

● Strategy (e.g. insufficient attention for data 

collection, partnerships to acquire new data)

UNDERSTANDING RISKS
Different Risk Types



Several types of mitigation strategies:

● Systems (boost cybersecurity, introduce technical 

use/sharing limitations)

● People (invest in training, workshops, give time to 

learn how to work with the tool)

● Organisation (clarify roles and responsibilities of 

different units, create M&E mechanism / 

oversight / review board)

● Network (define standards for which partners to 

work with)

● Strategy (raise data-awareness among leadership)

UNDERSTANDING RISKS
Different Mitigation Types



DATA RESPONSIBILITY
Data in the Project Lifecycle



SUDAN: CDR
POVERTY MAPPING
Sudanese Government;
UNDP



DATA 4 PEACE
UNDP (Bangkok)



PREPARE
● Define your challenge and focus

● Identify the (initial) opportunity for 

data-driven innovation

● Start to think about possible challenges and 

risks

NEXT WEEK
Data Responsibility (2) 


